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PRIVACY POLICY 
The Company is committed to providing a safe, responsible, and secure environment.  

 

1. Introduction  

 

1.1 This Privacy Policy sets out the way in which Company ("we" or "us), being the ‘Controller’ of your 

Personal Data, determines the purposes and means of the Processing of your Personal Data and/or 

authorizes another natural or legal person, public authority, agency or other body to process your 

Personal Data on its behalf (the ‘Processor’ of your Personal Data), as well as the steps we take to 

protect such data.  

 

1.2 By utilizing our Services, you acknowledge that you have read, and agree to, the terms of this 

Privacy Policy and that you consent to our use of your Personal Data for the purposes set out in 

paragraph 3 of this Privacy Policy. If you do not wish to provide your Personal Data on the basis set out 

in this Privacy Policy, you should not enter the relevant information on the Website or provide your 

Personal Data to us. However, if you do not provide your Personal Data, you may not be able to use all 

of the Services we offer.  

 

1.3 This website www.8invest.eu is operated by Up Trend Ltd., seated and with a business address at 

51A, ‘Nikola Y. Vaptsarov’ Blvd., 1st floor, Lozenets district, Sofia, Bulgaria.  

 

1.4 Definitions:  

 

1.4.1 “You” or the “Data Subject” means the user who is using the Company's services and who may 

choose to provide his/her Personal Data to the Company and/or whose Personal Data may be subject 

to Processing (as hereinafter defined)  

 

1.4.2 “Processing” means any operation or set of operations which is performed on Personal Data or 

on sets of Personal Data, whether or not by automated means, such as collection, recording, 

organization, structuring, storage, adaption or alteration, retrieval, consultation, use, disclosure by 

transmission, dissemination or otherwise making available, alignment or combination, restriction, 

erasure, or destruction.  

 

1.4.3 “Visitor” means an individual other than a user, who uses the public area, but has no access to 

the restricted areas of the Site or Service. 

 

1.5 Principle:  

 

This policy is based on the following data protection principles:  

 

• The processing of personal data shall take place in a lawful, fair and transparent way; 

• The collecting of personal data shall only be performed for specified, explicit and legitimate 

purposes and not further processed in a manner that is incompatible with those purposes;  

• The collecting of personal data shall be adequate, relevant and limited to what is necessary in 

relation to the purpose for which they are processed;  

• The personal data shall be accurate and where necessary, kept up to date;  

• Every reasonable step shall be taken to ensure that personal data that are inaccurate having 

regard to the purposes for which they are processed, are erased or rectified without delay; 
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• Personal data shall be kept in a form which permits identification of the data subject for no 

longer than it is necessary for the purpose for which the personal data are processed;  

• All personal data shall be kept confidential and stored in a manner that ensures appropriate 

security;  

• Personal data shall not be shared with third parties except when necessary, in order for them 

to provide services upon agreement;  

• Data subjects shall have the right to request access to and rectification or erasure of personal 

data, or restriction of processing, or to object to processing as well as the right of data portability, 

if such requests do not conflict with the laws of the Republic of Bulgaria.   

 

2. Collection of information  

 

2.1 As part of the Company’s client account opening procedures and ongoing obligations, needs to 

abide with the legislative framework currently in place in the Republic of Bulgaria. Specifically, the 

Company shall comply with its legal obligations under the Bulgarian and European AML and combating 

the Terrorist Financing legislation for the establishment on the Client’s economic profile and prevention 

of money-laundering and terrorist financing, as well as abide with the relevant record keeping 

obligations under the European Commission Delegated Regulation (EU) 2017/565 (‘Delegated 

Regulation’) and the Bulgarian Markets of Financial Instruments Act (in force from 01.11.2007) for 

establishing the suitability and appropriateness of each Client based on the services offered by each 

BIF and recordings of telephone conversations, client transactions, FATCA and CRS.  

 

The Company based to the above-mentioned, is obliged to request, collect, and maintain for at least 

five (5) years the following:  

(a) Name and Surname  

(b) Date of Birth  

(c) Place of Birth  

(d) Citizenship/s   

(e) Copy of the Passport and/or of the Identity Card  

(f) Utility bill (including the full address of the client) (g) Tax Identification Number 

(h) Tax Residence  

(i) Telephone number  

(j) Email  

(k) Employer’s name  

(l) Profession  

(m) Industry of Employment  

(n) Gross Annual Income  

(o) Net Worth  

(p) Anticipated Turnover  

(q) Bank Account Details  

 

The Company may collect the said information directly from you (during the account opening procedure) 

and/or from other persons including for example, credit reference agencies, fraud prevention agencies, 

banks, other financial institutions, third authentication service providers and the providers of public 

registers.  
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The Company may also collect Your Information in regard to your use of our website, such as pages 

visited, frequency, duration of visit and trading activities.  

The Company also keeps records of your trading behavior, including a record of:  

a) Products you trade and their performance  

b) Historical data about the trades and investments you have made including the amount invested  

c) Historical data about your payment activities and your withdrawal activities.  

 

Further to the above, the Company may also request further information to improve its Service to you 

(Existing or Potential Clients) or our activities (if you are our Provider for Trading Data) under our 

relevant Agreement, as the case may be, or comply with Applicable Regulations.  

 

The Company records any communications, electronic, by telephone, in person or otherwise, that we 

have with you in relation to the services that were provided by the Company to you and the relationship 

with you. The said recordings will be the Company’s sole property and will constitute evidence of the 

communications between the Company and you.  

 

3. Use of Information  

 

3.1 The Company will process, use, store and handle your Personal Data in accordance with the 

General Data Protection Regulation 2016/679 and the Bulgarian Personal Data Protection Act, is force 

from 01.01.2002, as amended or replaced from time to time.  

 

Your personal data (not publicly available information and/or already possessed by the Company 

without abiding with the provisions of the general data protection regulation), will be collected, and 

processed explicitly and specifically only for the purposes that have been collected for (‘purpose 

limitation’) while the Company must require only the information necessary in relation to the purposes 

for which they have been collected. 

 

We may transfer your personal information outside the European Economic Area. If we make such a 

transfer, we will ensure that the transfer is lawful and that there are appropriate security arrangements 

in place to safeguard your personal data as provided by Applicable Regulations. In furtherance, the 

Company follows the European Commission instructions in respect to this matter and it shall ensure 

that the third country that your data may be transferred is recognized by the EU Commission, as 

adequate in respect to the protection of your personal data.  

 

We will process your Personal Data to enable us:  

 

(a) to verify your identity in order to comply with the current Bulgarian and European Anti-

Money Laundering (AML) legislations, and with the obligations we have towards FSC to 

perform the obligatory Know Your Customer (KYC) verifications and compliance 

procedures. 

(b) to establish your trading account, issue you an account number and a secure password, 

maintain your account activity and contact you with account information, among other 

reasons. This information also helps us improve our services to you, customize your 

browsing experience and inform you about additional products, services or promotions that 

may be of interest to you.  

(c) to provide our services to you and enable you to use them;  

(d) to manage and administer the website and platform;  

(e) to send you newsletters and other relevant and targeted promotional communications;  
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(f) to notify you of changes we have made or plan to make to the Website and/or platform;  

(g) to send you emails as necessary; 

(h)  to request feedback from you on any transaction effected by you through our platform;  

(i) to deal with enquiries, complaints and feedback from you and our service providers;  

(j) to provide third parties with statistical anonymized information about our users;  

(k) to analyse and improve the services offered on the Website.  

 

3.2 If at any time you wish us to stop processing your Personal Data for the above purposes, then you 

must contact us, and we will take the appropriate steps to stop doing so. Please note that this may 

mean that your Account will be closed. You may contact us by sending an email to 

compliance@8invest.eu 

 

3.3 To ensure a good quality of service, and in compliance with our legal obligations, we need to monitor 

any communication you have with us whether in writing or by electronic mail (“recordings”) or any 

inbound and outbound calls made by any member of the Company. Any recordings remain the property 

of the Company and will be used only for the purposes listed above. 

 

3.4 In the event that the purposes for processing change, then we will notify you as soon as practicable 

and seek any additional consent that may be required.  

 

3.5 All your personal data is retained 5 years after the deactivation of your account. In some cases, 

when a local regulator – the State Agency National Security, requires, we may retain your data for a 

maximum of 7 years after the deactivation of your account.  

 

Should you close your account with us, 8INVEST will retain your information, but only use it to comply 

with regulatory requirements and legal obligations.  

 

4. Disclosing your Personal Data  

 

4.1 Except to the extent required by any applicable law or governmental or judicial body, we will only 

disclose such of your personal data to our third-party companies as is required for us or them to perform 

our or their services to you.  

 

4.2 Except as described in 4.1, we will not intentionally disclose the Personal Data that we collect or 

store on the Service to third parties without your prior explicit consent.  

 

4.3 We will use all reasonable endeavors to ensure that any companies to whom we disclose your 

confidential information are compliant with the GDPR (or an equivalent standard) as regards its use and 

storage of your Personal Data.  

 

4.4 In the event that we sell or buy any business or assets, we may disclose your personal data and 

transaction data to the prospective seller or buyer of such business or assets. If substantially all of the 

assets of the Company are acquired by a third party, personal data and transaction data held by it about 

its customers will be one of the transferred assets.  

 

4.5 We will disclose your Personal Data if we are under a duty to disclose or share your personal data 

and transaction data in order to comply with any legal obligation, or in order to enforce or apply our 

Terms and Conditions and other agreements; or to protect the rights, property, or safety of the Company, 

mailto:compliance@8invest.eu
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our customers, or others. This includes exchanging information with other companies and organizations 

for the purposes of fraud protection and credit risk reduction.  

 

4.6 If at any time you wish us to stop processing your Personal Data for the above purposes, then you 

must contact us and we will take the appropriate steps to stop doing so, to the extent we are permitted 

by law. Please note that this may mean that your Account will be closed. You may contact us at:  

compliance@8invest.eu   

 

4.7 As part of using your personal information for the purpose set put above, we may disclose your 

information to: 

 

• Service providers and specialist advisers who have been contracted to provide us with IT, financial, 

regulatory, compliance, accounting and/or other services.  

• Partners or Tied Agents with whom the Company has closed relationships and who are exclusively 

working for the Company.  

• Regulatory Authorities.  

• Anyone authorized by you.  

• Relevant authorities to investigate or prevent fraud, money laundering or other illegal activity. 

• Trade Repository or similar.  

• The Company’s employees so as to exercise their duties to further the Agreement between us, or to 

assure the efficient functioning of our Platform, the Automatic Orders, and the Trading Data functions.  

 

The Company requires from organizations outside the Company who handle or obtain personal 

information to acknowledge the confidentiality of this information, undertake to respect any individual’s 

right to privacy and comply with all the relevant data protection laws and this privacy policy.  

 

5. Data Subject Rights  

 

5.1 We respect your privacy rights and provide you with reasonable access to the Personal Data that 

you may have provided through your use of the Services. Your principal rights under the GDPR are as 

follows:  

a. the right for information; 

b. the right to access;  

c. the right to rectification;  

d. the right to erasure; the right to be forgotten;  

e. the right to restrict processing;  

f. the right to object to processing;  

g. the right to data portability; 

h. the right to withdraw consent;  

 

You shall have the right to exercise any of those rights, as long as such requests do not conflict with 

the laws of the Republic of Bulgaria.  

 

If you want to exercise any of those rights, you should contact the Company through the contact 

information listed below: compliance@8invest.eu 

 

mailto:compliance@8invest.eu
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Phone number: +3592/815-56-60 

 

You should put your request in writing in your own words and send it to the Company by e-mail. We will 

acknowledge your request within seventy-two (72) hours and handle it promptly. We are going to 

process and reply to your request within a month, with the possibility to extend this period for particularly 

complex requests in accordance with the applicable legislation. We will retain your Personal Data for 

as long as your account is active, as needed to provide you services, or to comply with our legal 

obligations, resolve disputes and enforce our agreements.  

 

You may contact 8INVEST for any reason under this Privacy Policy, or otherwise, as follows:  

 

Contacts “Up Trend” Ltd.: Address: 51A, ‘Nikola Y. Vaptsarov’ Blvd., 1st floor, Lozenets district, Sofia, 

Bulgaria, Tel. No. +3592/815-56-60, email: uptrend@uptrend.bg   

 

a. the right to lodge a complaint with a supervisory authority which is the Commission for Personal Data 

Protection in Bulgaria you may exercise through the contact information listed below:  

 

Commission for Personal Data Protection of the Republic of Bulgaria   

Address: 2 Prof. Tsvetan Lazarov Blvd., Sofia 1592 

GPS coordinates: N 42.668839    E 23.377495 

Е-mail: kzld@cpdp.bg 

Web-site: www.cpdp.bg 

 

5.2 You may decline to share certain Personal Data with us, in which case we may not be able to provide 

to you some or all of the features and functionality of the Service.  

 

5.3 At any time, you may object to the processing of your Personal Data, on legitimate grounds, except 

if otherwise permitted by applicable law.  

 

5.4 In accordance with Applicable Law, we reserve the right to withhold personal data if disclosing it 

would adversely affect the rights and freedoms of others.  

 

5.5 We may use your personal data for the purposes of automated decision-making, including profiling. 

When such processing takes place, we will request your explicit consent and provide you with the option 

to opt out. We will use automated decision making in order to fulfill obligations imposed by law, for 

instance, for determining the appropriate maximum leverage at which you will be permitted to trade, for 

which you may not receive explicit notification. You have the right not to be subject to a decision based 

solely on automated processing, including profiling, which produces legal effects concerning you and/or 

significantly affects you, at any time by contacting us at compliance@8invest.eu. Subject to GDPR 

Article 22(1)-(4), you cannot exercise your right to object to the processing of your personal data for 

automated decision-making purposes if the decision:  

 

• Is necessary for entering into, or performance of, a contract between you and the Company.  

• Is authorized by the European Union or Bulgarian law and lays down suitable measures to 

safeguard your rights, freedoms and legitimate interests.  

• Is based on your explicit consent.  

 

mailto:uptrend@uptrend.bg
mailto:kzld@cpdp.bg
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Company has no control over the content of third party sites and accepts no responsibility or liability for 

them or for any loss or damage that may arise from your use of them. When accessing a third-party 

website, you are advised to check such website’s terms of service and privacy policy to ensure 

compliance with applicable laws. 

 

9. Minors and Children’s Privacy  

 

9.1 Protecting the privacy of minors is especially important. Our Service is not directed to children under 

the age of 18, and we do not knowingly collect Personal Data from children under the age of 18. If you 

are under 18 years of age, then please do not use or access the Service at any time or in any manner. 

If we learn that Personal Data has been collected on the Service from persons under 18 years of age, 

then we will take the appropriate steps to delete this information. If you are a parent or guardian and 10 

discover that your child under 18 years of age has obtained an Account on the Service, then you may 

alert us at compliance@8invest.eu and request that we delete your child’s Personal Data from our 

systems.  

 

10. Security  

 

10.1 We take appropriate security measures to protect against loss, misuse and unauthorized access, 

alteration, disclosure, or destruction of your information. Company has taken steps to ensure the 

ongoing confidentiality, integrity, availability, and resilience of systems and services processing personal 

information, and will restore the availability and access to information in a timely manner in the event of 

a physical or technical incident.  

 

10.2 No method of transmission over the Internet, or method of electronic storage, is 100% secure. We 

cannot ensure or warrant the security of any information transmitted to us or store on the Service, and 

you do so at your own risk. We also cannot guarantee that such information may not be accessed, 

disclosed, altered, or destroyed by breach of any of our physical, technical, or organizational 

safeguards. If you believe your Personal Data has been compromised, please contact 

compliance@8invest.eu.  

 

10.3 If we learn of a security systems breach, we will inform you of the occurrence of the breach in 

accordance with applicable law.  

 

11. Privacy Settings  

 

11.1 Although we may allow you to adjust your privacy settings to limit access to certain Personal Data, 

please be aware that no security measures are perfect or impenetrable. Additionally, we cannot control 

the actions of other users with whom you may choose to share your information. We cannot and do not 

guarantee that information you post on or transmit to the Service will not be viewed by unauthorized 

persons. We have taken the necessary steps to protect your Personal Data as much as possible in 

transit by utilizing physical, electronic, and procedural safeguards to guard your personal data.  

 

11.2. When you open an account with us, you are issued a unique account number and a password. 

Only a limited number of Company’s employees who have a need to know this information will have 

access to it in accordance with our internal regulations. Remember that you are ultimately responsible 

for maintaining the secrecy of your account login information. We strongly recommend that you do not 

disclose this information to anyone.  

mailto:compliance@8invest.eu
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11.3. On our websites and online account applications we use technology to encrypt information 

transmitted by or to you. We use SSL certificates to authenticate our websites and secure trading and 

customer-facing applications, allowing you to verify that you are connected to our websites. Our servers 

are encrypted and so is the communication in our internal network. We conduct regular internal audits 

of our business practices and procedures, examining confidentiality standards and information access 

in order to protect your Personal Data.  

 

Changes to this Privacy Policy and Opting Out 

 

In the event the Company materially changes this Privacy Policy, the revised Privacy Policy will promptly 

be posted to our websites, and you will receive an internal message in your personal account on the 

trading platform as well as an e-mail. 

 

12. Data Retention and International Transfers  

 

12.1 The data that we collect from you may be transferred to, and stored at, a destination outside the 

European Economic Area (“EEA”). It may also be processed by staff operating outside the EEA who 

work for us or for one of our suppliers. By submitting your personal data, you agree to this transfer, 

storing or processing. We will take all steps reasonably necessary to ensure that your data is treated 

securely and in accordance with this privacy policy.  

 

12.2 All information you provide to us is stored on our secure servers.  

 

12.3 Unfortunately, the transmission of information via the internet is not completely secure. Although 

we will do our best to protect your personal data, we cannot guarantee the security of your data 

transmitted through our Website; any transmission is at your own risk. Once we have received your 

information, we will use strict procedures and security features to try to prevent unauthorized access.  

 

12.4 We transmit personal data, encrypted with TLS 1.2 for web transactions, and an AES256 for DB 

encryption which is sufficient to ensure the utmost possible security of your information during the 

transmission. HTTPS (TLS / SSL) email access is another method by which we provide maximum 

security for your personal data. We maintain physical, electronic, and procedural safeguards in 

connection with the collection, storage and disclosure of personally identifiable customer information. 

Our security procedures mean that we may occasionally request proof of identity before we disclose 

personal information to you.  

 

13. Your Consent  

 

13.1 The use of your personal information requires your consent; such consent will be provided in 

accordance with the Client Agreement that is provided to you during the account opening procedure 

and is available on the Company’s website(s). The Company shall rely on the provided consent as its 

legal basis for processing your personal data. You have the right at any time to withdraw that consent 

by contacting us via phone or via email at compliance@8invest.eu   

 

Where you are a natural person and the use of your personal data requires your consent, the Company 

will request for your consent to be provided freely, specific, informed and an unambiguous indication of 

your desires, which by statement or by clear affirmative action, signifies agreement to the processing.  

mailto:compliance@8invest.eu
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If in any case you feel compelled to consent or you will endure negative consequences if you do not, 

then your consent will not be valid. Additionally, your consent shall not be bundled up as a non-

negotiable part of terms and conditions, because such action would indicate that you haven’t freely 

provided your consent.  

 

13.2 In certain circumstances the company can process your data without your consent. The following 

are considered to be the most relevant:  

 

• Processing is necessary for compliance with legal obligation to which the controller is subject. 

• Processing is necessary for the performance of a contract to which the person is party, or in 

order to take measures of the person’s request prior entering into a contract.  

• Processing is necessary in order to protect the vital interests of the data subject.  

• Processing is necessary for the performance of a task carried out in the public interest or in the 

exercise of public authority or a third party to whom the data are communicated.  

• Processing is necessary for the purposes of the legitimate interests pursued by the controller 

or by the third party to whom the personal data are communicated, on condition that such 

interests override the rights, interests, and fundamental freedoms of the persons.  

 

14. Contacting us  

 

14.1 For full details about the Company group members and where they operate, please contact us at:  

 

Tel. No. +3592/815-56-60 

 

14.2 If at any time you believe that we have not adhered to this Privacy Policy, please contact us at 

compliance@8invest.eu and we will seek to promptly determine and correct the problem.  

 

15. Advertising and Use of Cookies  

 

We collect browser and cookie information when you first navigate to our websites. We use cookies to 

give you a better customer experience and for use of access. Certain cookies will allow you to leave 

and re-enter our Website without re-entering your password. This will be monitored by a web server.  

 

For more information on the use of cookies and how you can control their use, please refer to our 

Cookies Policy  

 

15.1 If you register with us or if you continue to use the Website, you agree to our use of cookies. 15.2 

You further agree to use the Website and our services only for lawful purposes.  

 

15.3 From time to time you may find links to third party websites on the Website. These links are 

provided for your information only and are not recommended by www.8invest.eu.  

 

16. Change of Information  

 

16.1 You may inform the Company at any time that Your Information has changed or that you wish the 

Company to delete information we hold about you by emailing us at compliance@8invest.eu . We will 

http://www.8invest.eu/
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change or delete Your Information in accordance to your instructions, except to the extent that we are 

required to hold Your Information for regulatory or legal purposes, to provide you with the Services you 

have requested or to maintain adequate business records.  

 

17. Right of access  

 

17.1 As a natural person you have the right to obtain a copy of any personal information which we hold 

about you and to advise us of any perceived inaccuracy. Additionally, you may also request the 

reasoning of holding such information. To make a request, please contact us, verifying your identity and 

specifying what information you require. You may contact us via e-mail at compliance@8invest.eu . 

 

18. Data Protection Officer  

 

18.1. Company may appoint a Data Protection Officer (“DPO”) who is responsible for matters relating 

to privacy and data protection. If we appoint a DPO we will post a notice in this respect. 

 

Company can be reached at: uptrend@uptrend.bg or compliance@8invest.eu  

 

Phone number: +3592/815-56-60 

 

We will process and reply to your request in 30 days.  

 

19. Changes to this Privacy Policy  

 

19.1 Please note that this Privacy Policy may change from time to time. If we change this Privacy Policy 

in ways that affect how we use your Personal Data, we will advise you of the choices you may have as 

a result of those changes. We will also post a notice that this Privacy Policy has changed. 

 

Adopted by the Directors of Up Trend Ltd. under Minutes No. 171/23.05.2023: 
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